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INTRODUCTION

HARDWARE-ENABLEDAI FOREMBEDDEDSECURITY

Cyberspace: Are humansthrownon scrapheap? 
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DARPAôsCyber Grand Challenge: Worldôs first automated network defencetournament
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INTRODUCTION

HARDWARE-ENABLEDAI FOREMBEDDEDSECURITY

New trends, new risks, new strategy? 
Å Manpower: short on cybersecurity professionals  

Å Cyber-attack: ñZero-day attacksò are on the rise

Å Physical-attack: IoT - Internet of things VS Internet of threats/targets

Swordand shielddialectic: findthe right balance to stayaheadof the threat
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ARTIFICIALINTELLIGENCEFOR CYBER-SECURITY
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AGENDA
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INTRODUCTION: Newrisks,newstategy?

1. ML-ENHANCEDSECURITYANALYSIS
Á ML-basedSide-ChannelAnalysis

Á Secure-ICôsCTZ:Analysisbooster

Á ML- enhancedCachetimingattack

2. AI-ENABLEDCYBER-PHYSICALSECURITY
Á Context&Motivations

Á Secure-ICôsSMARTMONITOR: Features&Benefits

Á Roadmap

CONCLUSION: TrustworthyAI

HARDWARE-ENABLEDAI FOREMBEDDEDSECURITY
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ML -ENHANCED SECURITY ANALYSIS

HARDWARE-ENABLEDAI FOREMBEDDEDSECURITY

Secure-ICõsCTZ: Analysisbooster
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Target: EllipticCurveCryptography(ECC)fromawidelyusedencryptionlibrary

AttackedOperation: PointMultiplicationduringan authenticationin an advancedsystem

(smartphone,completeSoC)

Goal: Extractthecrypto-processorsignalandrelateit tothecodeexecuted

Problems: Highlychallengingattackonclassicaltools:

Å Large,highfrequencyandverynoisymeasures

Å Onlyonemeasureavailable!
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ML -ENHANCED SECURITY ANALYSIS

HARDWARE-ENABLEDAI FOREMBEDDEDSECURITY

Secure-ICõsCTZ: Identification, Classification and Extraction of Secret
Å Apply Data Mining and Machine Learning on the new data representation
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[1] Nakano, Y., Souissi, Y., Sauvage, L., Danger, J. L., Guilley, S., et al (2014, June). A pre-processingcomposition for secret key recoveryon 
Android smartphone. In IFIP International Workshop on Information Security Theory and Practice(pp. 76-91). Springer Berlin Heidelberg.
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ML -ENHANCED SECURITY ANALYSIS

HARDWARE-ENABLEDAI FOREMBEDDEDSECURITY

ML-enhancedCache Timing attack

Å Cache miss & Cache hit patterns could reveal sensitive information (leakage)

Å Deep-learning on cache access patterns

Å E.g. OpenSSL ECDSA - Nonce LSB recovery using convolutional neural networks
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HARDWARE-ENABLEDAI FOREMBEDDEDSECURITY
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AI -ENABLED CYBER -PHYSICAL SECURITY
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ÁMotivations: Security at OSI LevelðOur Vision

HARDWARE-ENABLEDAI FOREMBEDDEDSECURITY
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AI -ENABLED CYBER -PHYSICAL SECURITY

11

HARDWARE-ENABLEDAI FOREMBEDDEDSECURITY

ÁMotivations: Security at OSI LevelðOur Vision


