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= New trends, nemsks, newstrategy?
A Manpower: short on cybersecurity professionals
A Cybelat t a c-f ay i Zaeetrodhe se 0
A Physicahttack: loTInternet of things VS Internet of threats/targets

= Swordandshielddialectic findthe right balance &tayaheadf thethreat

‘Are we going to be able to
predict every attack? No. Are
we going to be better about

predicting trends and threats
so that we're ahead of the
game? Yes."

Terry Halvorsen
Chief Information Officer, U.S. Department of Defense
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INTRODUCTIONEWrisks hewstategy

=  MLENHANCEBECURITAXNALYSIS

A Ml:basedSideChannehnalysis
A  Securd CO@TZAnalysibooster
A ML enhance@achedimingttack

= AFENABLEQYBERPHYSICARECURITY

A Contex& Motivations
A Securd CSMARMONITOMREeature& Benefits

A Roadmap
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w  Securd COGTZAnalysishooster

Target  EllipticCurveCryptographyECCJromawidelyusedencryptiolibrary
AttackedOperatianPoint Multiplicatioduringan authenticatiom an advancedystem

(smartphonepmplet&oC)
Goal Extracthecrypteprocessmignabndrelatat tothecodeexecuted

Problems Highlyhallenginattaclonclassicabols
A Largehighfrequencgindverynoisymeasures
A Onlyonemeasuravailable!
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w Securd C@OTZ: Identification, Classification and Extraction of Secret
A Apply Data Mining and Machine Learning on the new data representation
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[1] Nakano, Y., Souissi, Y., Sauvage, L., Danger, J. L., Guilley, S., etlain@0Agre-processingcomposition for secret kegecoveryon
Android smartphone. [IFIP International Workshop on Information Security Theory and Prgmic691). Springer Berlin Heidelberg.
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= MLenhancedCache Timingttack

A cache miss & Cache hit patterns could reveal sensitive information (leakage)

A Deedearning on cache access patterns
A E.g. OpenSSL ECD®¥nce LSB recovery using convolutional neural networks
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= Motivations: Security at QSiveld Our Vision
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